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Abstract — In recent years, researchers have found that some
XOR erasure codes lead to higher performance and better
throughput in fault-tolerant distributed data storage
applications. However, little consideration has been given to
the advantages of parallel processing or hardware
implementations taking advantage of the emergence of
multi-core processors. This paper presents an efficient
horizontal MDS-like (Maximum Distance Separable) RAID-6
scheme, called EEO, which significantly improves the
performance of the decoding procedure in parallel
implementations with little storage overhead. We show that
EEO is the fastest and most efficient double disk failure
recovering algorithm in RAID-6 at the cost of only two more
parity symbols. In practice, it is very useful for application
where high decoding throughput is desired.
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1. Introduction

In modern storage systems, RAID (Redundant Array of
Independent Disks) techniques are known as the preferable
technique to achieve high performance and reliability.
Among the well known RAID techniques, RAID-6, which
can tolerate two failure-disks, has the best balance between
storage  efficiency and reliability.  Erasure-coding
technologies can provide both high fault tolerance and high
storage efficiency [4].

While all the erasure coding techniques are feasible in
practice, coding schemes based on the Reed-Solomon (RS)
code are most popular with their MDS (Maximum Distance
Separable) property. The information dispersal algorithm [9]
or the Parchive adopted in some schemes or systems [6]
indeed are derived from the RS codes. To date, several
classes of horizontal MDS array codes have been
successfully designed to simultaneously recover double
storage node failure including the EVENODD code [1], [2]
X code [11], RDP (Row-Diagonal Parity) scheme [3],
Libertine Code [7] or their derivative schemes [5], [10].

Although X-code [11] is an elegant two-erasure code, it
is not a RAID code since it is a vertical code and does not
fit the RAID-6 specification of having coding devices P and
O, where P is a simple parity device [7]. Actually, all
non-MDS codes and vertical codes are not implementable
in RAID-6 systems [7]. A recent examination of the
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performance of the codes for RAID-6 using Classic
Reed-Solomon codes and Cauchy Reed-Solomon codes
based on Open-Source Erasure Coding Libraries concluded
that special-purpose RAID-6 codes vastly outperform their
general-purpose counterparts and RDP performs the best of
these by a narrow margin [8].

In practice, data symbols are more important than
parity symbols and users typically care more about how fast
failed data symbols can be recovered in the decoding
scheme than how fast the parity symbols can be constructed.
With the emergence of the multi-core processor and
programmable hardware implementation, the performance
of the decoding algorithm can be improved significantly if
some of operations can be processed in parallel. Most of the
codes for RAID-6, such as EVENODD and RDP, can start
two iterative decoding procedures when there is only one
failed symbol in the chain with slope 1. However, a faster
decoding procedure is still expected.

The reason that codes based on XOR operation can
start two decoding chains simultaneously is that one of the
coding slopes includes an imaginary symbol to generate the
parity, which leads to only one real symbol and one
imaginary symbol erased on a specific chain and is used to
start the chain. This leads to the question of whether
speedup can be achieved in the parallel decoding process if
both the coding slopes have the imaginary symbol.

In this paper, we propose the EEO (Extension of the
EVENODD code) code scheme, which is an efficient MDS
array-like scheme with optimal decoding at the cost of
adding only two parity symbols on the parity devices. The
EEO code can be effectively implemented in parallel to
accelerate the decoding procedure using multiple threads.
Any two failed columns can be recovered. It is not strictly a
MDS code due to the two extra redundant symbols.
However, it possesses the similar properties of the MDS
code when applied to RAID-6.

The remainder of this paper is organized as follows.
Section 2 provides the algebraic description of the EEO
coding and decoding procedures. We also prove that the
EEO scheme can correct any two erasures. Section 3 gives a
performance analysis and a comparison with EVENODD
and RDP codes. Section 4 concludes the paper.

2. EEO scheme

The EEO scheme consists of (r#-1) row X (n+2) column



+ 2 symbols, where the first (n-1) rows x n columns contain
information symbols and the last 2 columns contain parity
symbols. Unlike other codes, the EEO scheme forbids the
row parity and uses the extra two parity symbols to
eliminate the generation and regeneration of S adjustor. The
most important issue is that the two extra parity symbols
accelerate the parallel decoding procedure dramatically,
which will be described in Section 3.

A. Encoding Procedure

Figure 1 illustrates the encoding procedure of the EEO.
In Fig. 1(a), the first (n-1) rows X n columns contain the
information symbols represented by ‘d;;’, and the last 2
columns contain the parity symbols represented by ‘c;,’,
‘ci;’. The last row in the first n columns represents the
imaginary area that is used for comprehension. In Fig. 1(a),
dyo, dyg, dys, dygs, and dy, are imaginary symbols. Figures
1(b) and 1(c) show that the same symbols construct the
chains with columns ¢; and ¢, ; respectively. The encoding
algorithm of parity columns is represented as the following:
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Figure 1. Illustration of the EEO encoding procedure.

B. EEO decoding description

This section focuses on proving how to recover two
failed data columns since it is clear how to recover single

data column. That is, the i-th and j-th column failed where
0<i<j<n-1.

Lemma 1: Assume that there are two columns i and j, where
0<i<j<n-1, The iterative chain starting from imaginary
point (n-1, i) or (n-1, j) with slope -1 and then with slope 1
and -1 alternatively can traverse all the points in i-th and
Jj-th columns until it reaches point (n-1,j)if and only if n is a
prime number.

Proof:

First, we assume that n is a prime number. The
imaginary row is included for convenience. Suppose the
starting point is (n-1,i), the next point by slope -1 is
(n-1-(j-i), j), then the point (n-1-2(j-i), i) by slope 1.
Iteratively, the sequence pair (n-1-kx(2x(j-i)+1), j),
(n-1-kx2x(j-i), i) where 0<k<n-I can be derived.

The sequence has 2xn points, and each column has
been hit n times. The sequence points in i-th column are
(n-1-kx2x(j-i), i). The sequence points in j-th column are
(n-1-kx(2x(j-i)+1), j). Then proving the lemma is equivalent
to proving that the sequence can traverse the i-th and j-th
columns respectively.

Consider the i-th column, for example. The sequence
can be simplified to (r-kxc), where r=n-1, ¢ = 2x(j-i), where
0<k<n-1. The proof of the lemma in i-th column is
equivalent to proving that the sequence (r-k%c) does not
repeat and it occurs only once where 0<c, r<n.

Suppose there are two integers x, y where 0<x<y<n-/
and make sequence (r- xxc) = (r- yXc). That is, there are
two equal sequence numbers, and (x-y)xc mod n=0. As n is
a prime number, ¢ cannot be divided by #, then (x-y) should
be divisible by n, which is contradicted with the fact that
0<x<y<n-1, and n is a prime number. Therefore, the
sequence cannot repeat when 0<k<n-1, the iterative chain
traverses the n symbols in the i-th column. Since (n-1-nxc, i)
mod n = (n-1, i), the next point hits the starting point.

On the other hand, if 7 is not a prime number # can be
factored into two factors: n; and n,, where n;<n, and n, < n.
Considering (x-y)xc mod n = 0, if we make ¢ = n; or n,
then (x-y) is not required to be dividable by n and the
equation is still valid, which implies that the sequence
(r-kxc) could repeat when 0<c<n. There must be at least one
symbol that cannot be reached by the iterative chain. Then n
is a prime number is a necessary condition.

The sequence in the j-th column can be proved to
traverse the n points in a similar manner. Then the lemma
from (n-1,i) is proved. The starting point from (n-1, j) can
be also be proven in a similar way.

Lemma 1 is proven.

According to Lemma 1, from any starting point, the
data symbols in two columns can be hit one by one. The
two failed columns can be recovered from any starting point.
Just like other XOR erasure codes, it is very simple to
implement the iterative operation in software or hardware. It
is obvious that we can start recovery chains in parallel.



However, in RDP code, one of them stops quickly when it
hit the missing chain, which leads to more steps to recover
all lost symbols. Then before starting with four chains in
EEO there are two questions to be answered:
e Question #I: Can the four iterative chains encounter
in the middle and when?
e  Question #2: What the advantage of starting with
four chains?
Here, ‘encounter’ means that the next point the chain
reaches has already been hit by another chain. Before
deriving the conclusion, several lemmas are first proved.
Lemma 2. For two sequences, seql = kxm mod n, seq2 =
kx(n-m) mod n, where 1<k<n-1, m= j-i, n is a prime number,
seq2 is the reverse of sequence 1, and seql; + seq2, = n,
seql, &= seq2,.

Proof:
For seql, seql; =x = kxm mod n, that is,
kxm=x+wxXn 3)

Similarly, seq2; =y = kx(n-m) mod n, that is,

(kxn—kxm)modn=y+hxn “
where 0<x, y<n, and w, A, k are all integers.

Substituting equation (3) into equation (4), we get
kxn—x—wxn=y+hxn, thatis:

x+y=(k—w—h)Xn ®)]
where 0<x, y<n, 0<x + y<2xn, k-w-h is an integer.

Then we get x + y =n. That is, seql; + seq2; = n.

The reverse of sequence 1 is:

Seql, , =z=(n—-k)xmmodn (6)
and Seq2, =y =(kxn—kxm)modn (7

Since kxn mod n = nxm mod n = 0, by comparing
equations (6) and (7), Seql,,=-kxm=Seq2;. Therefore,
sequence 2 is just the reverse of sequence 1. Without
considering the order, seql = seq2. If considering the order,

we know seql; + seq2; = n, the sequence is not repeated and
n is odd number, it is easier to find that seql, #seq?2;.

n—k

Lemma? is proven.
Example #1:

Suppose n =5, m = 2, n-m = 3, then starting from 0,
seql is {2,4,1,3}; and seq2 is {3, 1, 4, 2};

Lemma 3. For two sequences, seql = kxm mod n, seq2 =
kx(m-m) mod n, where 1<k<n-1, m= j-i, n is a prime number,
if they run with the same speed each sequence will cover the
first half of the entire data set when they encounter. And the
union of the first half of the seql and seq2 is equal to seql
or seq2 without repeating.

Proof:

According to Lemma 2, sequence 2 is merely the
reverse of sequence 1. That is, seq2;=seql.. Then the
traces of sequences 1 and 2 can be seen as the trace of two
points in one sequence moving towards each other from the

opposite end. Since the number of sequence 1 or 2 is n-1,
which is even and the speed is the same, then both points
can cover the equal distance (the half of the sequence) when
they encounter.

Assume the first halves of sequence 1 and sequence 2
are seql; and seq2;, where [I<k<(n-1)/2. Then
n-(n-1)12=(n+1)/2 <n-k < n-1, since sequence 2 is just the
reverse of sequence 1. That is, seq2;=seq ), the first half
of seq2, can be equal to the second half of seql, . Thus,
{seq2i, | 1<k< (m-1)2} = {seql, | (nt+1)2<n< (n-1)},
therefore the union of the sequence set seq = {seql;, U
seq2y, | 1<k<(n-1)/2} = {seql; | 1<k< (n-1)/2} U {seql,, |
(m+1)/2<n< (n-1)} = {seql, | I<k< (n-1)}.

Lemma 2 indicates that seq/; + seq2;, = n and n is odd
number, it is easier to find that seql;, # seq2;. If there are
k repeating symbols in the first halves of seq/ and seq2, the
size of the union is (n-1)/2 + (n-1)/2 — k = (n-1)—k, which
contradicts the conclusion above. That is, the first halves of
seql and seg2 have no repetition.

Lemma 3 is proven.

Now, we can give the following theorem.

Theorem 1. Assume there are two columns i and j, where
0<i<j<n-1, The four iterative chains starting from (n-1, i)
and (n-1, j) with slope 1 and slope -1 respectively and then
with slope -1 and 1 alternatively in the same speed can each
traverse 1/4 of the lost symbols when they encounter. The
union of four sequence chains traverses all the failed
symbols and each of them traverse 1/4 of the failed symbols.
The decoding speed increases 4 times.
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Figure 2. Illustration of the EEO decoding procedure

Proof:

Since (n-m) mod n = (-m) mod n, and there is no
difference when starting the original point from the
left-bottom point or right-top point. For the sake of
convenience, we will use them in the proof.

The four iterative chains can be illustrated in Fig. 2(a),
chain 1 and chain 2 starts from slope 1 and chain 3 and
chain 4 starts from slope -1. Through calculation, the four
chains sequences are:



1. {@mk, i), (Qk+tDm,)), ...},
2. A{(2(k+1)m, i), -2mk, ), ...},
3. {@2mk,)), (2k+Dm, ), ...},
4. {(-2(k+1)ym,)), -2mk, i), ...},

Where 0<k< (n-1)

Then the proof of Theorem 1 can be reformatted as the
following question: can the four chains cover the two failed
columns? According to Lemma 1, neither of the chains can
traverse all the symbols in the two columns; they must
encounter somewhere before hitting the imaginary row.

Meanwhile, in each step, chain 1 and chain 3, chain 2
and chain 4 have the same row with different columns. In
other words, in each step chain 1 and chain 3 will never hit
the same symbol and likewise with chain 2 and chain 4.
Then we can simplify the procedure by mapping the four
chains into two sequences that iteratively traverse one
column (i.e. the i-th column):

1. {@2mk), (2k+t1)m), ...}; and
2. A{(2(k+1)m), -2mk), ...},

The two sequences can be further reduced to {mk} and
{-mk}, respectively.

The two iterative chain sequences are with the step m
and (n-m) respectively, where m = j-i. According to Lemma
3, the union of two sequence chains traverses all the failed
symbols and each of them traverses half of them.

Then Theorem 1 is proved. Theorem 1 provides the
answer to the Question #1 in section 3.

As for the Question #2, it always only takes (n-1)/2
steps to recover the failed symbols, since there is only two
recover chains. It is the optimal decoding process.

Based on Theorem 1, the EEO decoding algorithm can
be described as follows:

Decoding Algorithm:

Step 1. Set k= n-1, set the starting point with (%, i) & (&, j);

Step 2. Start the four chain sequences to find the next
symbols;

Step 3. If the next symbol is not on the imaginary row or is
not hit, Go to Step2; Else exit.

It is easier to illustrate the operations of the algorithm
through an example. Assume that column i and j have failed
where j-i=2, n=11, the decoding procedure is illustrated in
Fig. 2(b). According to Theorem 1, the iterative decoding
process will continue until the four chains encounter in the
middle and each of them traverses 1/4 of the failed symbols.

C. RAID-6 Properties
Theorem2: EEO scheme is a RAID-6 scheme if and only if

n is a prime number.
Proof:

First, by the coding scheme, we can see that all the
parity symbols are stored in columns P and Q. Next we will
prove that any two of the failed columns can be recovered.

According to Lemma 1, from any starting point, the
data symbols in two columns can be hit one by one.
Therefore, the two failed columns can be recovered.

Theorem 2 is proven.

3. Performance Analysis

Table 1 compares the properties of the EEO code and
two other codes, EVENODD and RDP. The reason for
choosing these for comparison is that these two codes are
the typical codes for RAID-6. Based on Table 1, if only
XOR operations are considered, EEO does not possess
much advantage over the other two codes. However, in
practice, since information symbols are more important than
the parity symbols, users typically care more about how fast
the failed data symbols can be recovered in the decoding
scheme than how fast the parity symbols can be constructed.
The performance of reconstruction does not only depend on
the XORs, but also on how many reconstructions can be
conducted in parallel. This will reduce the time
consumption dramatically.

Table 1 Normal Property Comparison

Coding Decoding | Update Storage
EOV];EII)V 2n’-2n-1 | 2n’+2n-5 >2 n/(n+2)
RDP | 20%6n+4 | 2n’-6n+4 2 (n=1)/(n+1)
2
EEO | 2ni2n | 2n*4n+2 y | D)

Although all the XOR erasure codes can be efficiently
implemented using hardware and/or software, the
performance of the decoding procedure can be improved
dramatically if it can be processed in parallel. For
EVENODD, while one step is needed to recover S, in
practice, it is not preferable to be implemented to recover all
S, in n parallel procedures in one step. Thus, (n-1) steps
with two parallel chains are needed to retrieve the failed
symbols iteratively since one of the slopes is 0 and the row
parity chain cannot be started with two lost symbols.
Therefore, ideally (n+1) steps are needed to recover the
failed symbols.

RDP can only be processed in a single chain most of
the time since the failed symbols can only be recovered one
by one using the iterative algorithm. Even if it starts with
two chains, one of them will stop quickly when it hits the
missing chain. In contrast, the analysis in Section 3 has
shown that our EEO code can start four chains in parallel
and only (n-1)/2 steps are needed to recover the failed
symbols.

Figure 3(a) shows the average number of steps of the
three code schemes with the same combination of

two-failed columns (C ;ﬁl ), where the number of average




steps is defined as the total number of maximum steps in
each group chain. For example, for RDP, when n = 5, there
are six possible group chains, the two steps in each of them
are (0,8), (0,8), (0,8) , (2,6), (2,6), (4,4), the maximum step
number in each is 8, 8, 8, 6, 6, 4. The average step number
is (8+8+8+6+6+4)/6= 40/6=6.67, and 2x(n-1) = 8 steps are
needed to recover all the failed symbols in one chain. Then
the difference is (8-6.67) = 1.33. In Fig. 3(a), the difference
among the number of average steps increases linearly with
the growth of the disk number. The more the disks are
adopted, the better the parallel performance of EEO.
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Figure 3. Parallel Performance Comparison.

Figure 3(b) shows the comparison of speedup among
the three codes. The speedup is defined as the ratio of the
number of steps needed to recover all the failed symbols in
one chain to the total maximum number of steps in each
XOR codes. For example, in RDP, when n = 5, the SpeedUp
= 6x2x(5-1)/(8+8+8+6+6+4) = 48/40=1.2. That is, the
speed can be improved by 120%. Fig. 3(b) also shows that
speedup of the EEO code is stable at 400%, the EVENODD
can be close to 200% and RDP is less than 150% in the
simulation experiment using 500 disks based on parallel
processing.

4. Conclusion

In this paper, we propose the EEO code, a new
horizontal scheme that achieves the fastest decoding time
among the reported erasure codes. The EEO code is actually

an extension of the EVENODD code, and requires only
(n-1)/2 iterative recovery steps in its decoding operations
due to its four parallel iterative chains. The simplicity and
flexibility of EEO make it easy to be implemented in
hardware or parallel computing environments. Detailed
proof has been presented, and a comparison study of its
performance has been carried out.

In particular, the efficient parallel erasure decoding
algorithm for the EEO code has been discussed thoroughly.
The analysis of the parallel decoding procedure shows that
the EEO code has achieved the highest efficiency in the
decoding process compared with other horizontal MDS
erasure codes for RAID-6. Although it requires two more
sectors, the EEO code is very suitable for high availability
in practical data storage systems.
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